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The Rise of Fake News in the Internet and Social Media
From the last presidential election in 2016, the world has seen an apparent rise in "fake" news stories that have had a negative, lasting impact on people across the globe. While this has always been an issue, it has primarily been more prevalent now.  This has, as a result, shifted their perspectives on a wide range of topics, such as politics, economics, and entertainment, to name a few, although the information and news consumed were not accurate or credible. Fake news can be described as information or news, including deliberate false information or rumors spread by traditional media outlets or online social media to persuade or deceive others (Tandoc, Lim, & Ling, 2018).  Fake news can be covered by one person or through entire companies.  Fake news can cause confusion, bad decisions, amongst other issues.  The rise in fake news stories has a negative, lasting impact on people across the globe. This ultimately enables the public to consume altered news stories that negatively impact the way they think and form opinions. 
Facebook allows users to post content that isn't regulated and based on their opinions, which leads to inaccurate information being spread around the world.  This, in turn, enables people to consume stories from non-credible sources, causing them to form beliefs, ideas, and values based on misleading, false information (Newman, Fletcher, Kalogeropoulos, & Nielsen, 2019). For example, during the 2016 presidential election, there was a series of news stories and misinformation published to Facebook that was not properly vetted or fact-checked. President Trump's camp put a significant amount of their advertising spending dollars into Facebook to market his presidential campaign, planting stories and propaganda to get their messages out to the public to sway opinion. This, mixed with politically-charged Facebook users' posts and stories surrounding the election, created a cascade of inaccurate news and misinformation, which influenced the people's decision in one way or the other. Besides, we also have sites that are designed for spreading the story to the public. However, they do not cover news but the propagandas. They end up specializing in fake news, whereby they must edit the report to suit their viewpoint (Lazer, Baum, Benkler, Berinsky, Greenhill, Menczer & Schudson, 2018). Good examples are the abcnews.com.co and breaking-cnn.com. They aim to present information that is dramatic and controversial, causing readers to gossip and share these articles with as many people as they can. They are also used by scammers, too, who are interested in audience traffic. They, therefore, mislead the audience that by clicking on the given button there, they will be able to win a prize, only to find that they are just needed to share the given icons and links to as many people as possible. The excuse they give for providing such misleading news would be that they are merely providing a point of view which everyone is entitled. 
The fake news websites also go an extra mile to spread hoaxes that are too sensitive to the general audience. For instance, they may spread false news indicating that a particular celebrity has just passed away. Such communication is too raw and very captivating to many social media users. Therefore, the sites are likely to attract large numbers of followers who will end up clicking on the provided links (Allcott & Gentzkow, 2017). The motive behind all these deceptive motives is money. The fake news websites earn a lot of money from the ads business when they incorporate ads from many companies on the links they attach to the fake news. When social media users click on those links, they end up viewing the ads and therefore help the fake news websites to earn a substantial amount of money.
I also think that you might want to think about the age gap in readership and generational differences in computer literacy. Many Baby Boomers and some Gen-Xers were not brought up with social media, and so have not developed a facility to understand what is credible versus predatory. This is undoubtedly the case with news, and also with scams for money, personal data, among others (Allcott & Gentzkow, 2017). You will want to be sure that you're not judgmental about these things, and using fallacies that claim something like "all Boomers are ignorant to where their news comes from."  However, we can still push the issue of these sort of natural defenses that have evolved in the younger generations, simply because they were using the internet for a longer time, and at a critical point in their learning. Many boomers end up believing in fake news since they have trust in social media as a reliable source of information. Many of them, therefore, end up getting into traps of the fake news website as well as the scammers. For instance, a scammer will make a phone call informing a specific customer that problems have developed in their bank accounts. The scammer will also notify the customer that he or she is an official in that particular bank. This way, the customer will trust the caller (Nielsen & Graves, 2017). The caller will then ask the customer to follow a precise procedural approach he or she gives to the customer to recover the customer's account. The customer, having trusted the caller, he or she is likely to provide all the account details.  He will realize later that he has been scammed, and he has lost all the money in the bank account.

Sometimes the fake news websites do not use social media. They rely on data mining and artificial intelligence to fetch personal data from internet users. They ten use the data they have to decide on which types of ads to post to particular people. Data mining is done during the spread of fake news. When the customers click certain links given by the fake news websites, the websites usually request them to gain access to particular apps in their phones such as contacts, messages, microphones, among others (Guess, Nyhan & Reifler, 2018). That way, they will be mining the user’s data when he or she makes calls or sending messages. The fake news websites also hijack internet users with certain links with headlines featuring exciting news which have not been confirmed to be true. They, therefore, lure the users into their sites that the users can click on the ads the fake news websites wish to publicize. Consequently, it is a technique the phony news website use to find customers for their ads market. It, therefore, affects the users negatively, considering that it is not what the users were looking for (Tandoc et al., 2018). First, they will be provided with false information which will change their point of view and opinion only to find out later that their views were based on hoaxes. Secondly, it is a way of forcing users to view the ads against their will. The reason behind this argument is that in the process of browsing their preferred information, they find themselves having clicked on an advertisement. The immediate result of this deception is that it makes the user waste time when trying to minimize the ad or when trying to counsel down the ad. It is, therefore, disturbing to the user and may as well raise the level of aggression in the user's mind.
Also, popularity is another motive for fake news development. Today's world is filled with attention seekers, people who would post anything in social media and write anything as news items. Such people end being popular because many people are likely to know about them for a moment, especially when their fake news trends. Also, many media houses in the world have been associated with fake news (Newman et al., 2019). The motive behind this step by the media houses is again, popularity. For instance, a particular media house will spread fake news to seek fame over the other media houses. For example, in case an absolute mind-blowing incidence that has involved significant destruction occurs, a particular media house is likely to air fake news about the progress of events during and shortly after the occurrence. For example, in case people were being rescued from the incidence, a media house of an independent person may post fake news that the rescue process is over, and the situation is almost back to normal (Lazer et al., 2018). By so doing, they want to attract attention from many viewers and website users as the fastest news processing channel, only to find out later that the viewers have been cheated. This misinformation may also trigger bitterness to the people who have received the fake news when they will realize that the story was indeed false.
Just like the case of the United States 2016, where there were so many rumors and misinformation which were geared towards political standpoints, the same issue is widespread across the globe. Many politicians taking advantage of the significant number of people using social media platforms and use the platforms to spread propaganda against the other parties or their rivals. They may also use their supporters to post false information with an attempt to convince people to vote them in. Alternatively, their supporters may willingly post incorrect details in social media, especially in Instagram, aiming to influence more followers to support their preferred candidate (Allcott & Gentzkow, 2017). It has become common, especially in Facebook, during politics to see posts attacking the legitimacy of some candidates. Sometimes, even the candidates themselves are not aware of whether there are such posts of them attacking each other in social media. Therefore, the point is, the problem of spreading fake news and misinformation is all over. Everyone is trying to coin the information he or she possesses to suit their purpose. The effect of relying on fake news, especially during political campaigns, can be very disastrous. Fake news can be very influential before one realizes that the story was just but mere propaganda. The misinformation can make people hate somebody out of nothing and end up liking somebody else under the influence of fake news. In this case, fake news may make people reject the right leader and elect the less competent leader (Nielsen & Graves, 2017). The apparent results are under development and poverty among the citizens, facilitated by the reduced policy development from the less competent leader.  
Also, fake news websites, columnists, and bloggers usually prey on the mainstream websites content to popularize themselves to win confidence from the public as reliable sources of correct news. For instance, during the awards of video music programs, CNN captured the performance of the musician Miley Cyrus who presented a tremendous twerking performance. CNN then uploaded the video to its top website. Afterward, there is a fake news organization known as The Onion, which downloaded the video and posted it in its column claiming that the video has been circulated and published in their website by CNN editor (Nielsen & Graves, 2017). This instance shows how propaganda websites depend on the mainstream websites for popularity and therefore giving a false impression on the websites’ users. Later on, people will gain confidence in the reliability of information from these fake news websites. Later on, they are likely to be misled by some other news posted to them by the sites on the later date. The misleading story might not have a significant effect on the audience, but the websites are likely to benefit from the sale of ads. Some news might appear obviously to be rumors, but that is not important to the website owners (Lazer et al., 2018). The most important thing is that they will be able to sell adverts once the people click on the links connected to the fake news. Therefore, these bloggers and phony news websites continuously rely on the mainstream media to post their reliable news so that they can cunningly steal their content and repost on their websites to present false legitimacy of their story.
Another issue that emerges in the processes of distribution and dissemination of fake news is that it is all a complicated business. It is mostly a collaborative saga where the major social media networks and the fake news websites are involved. Fake news websites collaborate with social media networks to attract customers who are users of social media networks. The phony news websites buy domains in social media networks where they will be posting their news. However, their stories must be followed by people (Tandoc et al., 2018). Therefore, they collaborate with the social media networks and get the way out on how to get an audience. For example, in twitter, they gain followers, and in Facebook, they get both followers and people who like their pages. Precisely, the social media networks sell to the fake news websites the domains to get audience whereby the phony news websites benefit from selling ads attached to the appealing fake news they post on their sites to attract people to see the adverts. The complexity of this business, therefore, can explain why it is difficult to deal with fake news issue (Nielsen & Graves, 2017). It is even more difficult considering that many social media users have already got used to those fake news websites, and so far, it has turned out to be normal behavior to them. They, therefore, consider phony news websites as reliable sources of information, and they have to click on such sites daily to get updates of the daily occurrences. It is, therefore, threatening that with time, nearly the whole world will be made to believe the fake news websites and thus be prone to manipulation at any given time on any issue, be it political, economic, or social.
As pointed out earlier, misinformation is associated with a strong long-term effect on the part of those who receive it. It has therefore been difficult to counter what the public believed from the fake news. Recent studies have found out that it is challenging to rub off the initial impression of the misleading information. A survey carried out on a particular group of people affected by misinformation presents the following analysis; the participants were presented with short debunking messages. A good number showed motivated resistance to the debunking words where they gave reasons why they believe the previous misinformation was correct. Thus, it proved very difficult to convince them otherwise. (Nielsen & Graves, 2017). They were then presented with a more detailed debunking message. This time around, it was possible for the researchers to convince them and sway them away from the information they believed in before. This study shows how difficult it is to convince people otherwise once misled by certain information. It also alludes to the strength the misinformation usually has. Therefore, that means that people who compose false news concerning any subject must sit down and think deeply about the impact of the message and thus design a message which will have a strong psychological effect on the recipients.  It is, therefore, proving more dangerous since the people who have gotten the message first are likely to pass it on to other people, and at the end of it all, the whole society will be guided by hoaxes (Lazer et al., 2018). That means that society will be more prone to make wrong decisions influenced by false information. The study, therefore, arises the need for affirmative actions to be taken against the production and dissemination of fake news, considering the danger they have to society.
Another burning issue about the question of fake news is that people are kind of addicted to fake news and propaganda. In this case, people are much interested in fake news websites than in mainstream websites. For instance, during the 2016 presidential campaigns in the United States, a lot of information flowed in the internet about the campaigns and candidacy. A recent survey shows that more people viewed news from fake news websites and ignored stories from mainstream websites such as CNN (Allcott & Gentzkow, 2017). There is also substantial evidence in the way the information flowed. Information from the fake news websites was widely shared, commented on, and received more likes than the one from the mainstream media. This trend shows that people are more interested in fake news websites than in mainstream websites, which is dangerous since, by doing so, they expose themselves to being at any time. Fake news websites are also presenting their rumors in for memes, which is a unique trending way of communicating. Due to this addiction manifested in people concerning the fake news, fake news websites pose a challenge to the journalists of the mainstream media. The phony news websites give the mainstream media stiff competition for the audience (Tandoc et al., 2018). Due to their attractiveness, fake news media websites attract many followers who like the pages and websites. Therefore you find many people relying on the information from such sites  (Lazer et al., 2018). In this case, the mainstream journalists find themselves in pressure to work very hard in an attempt to counter the competition from the fake news websites over the followers. Therefore, they find themselves in the burden of providing beautiful headlines to attract the audience as well as redesigning their websites to become more attractive. 
 Another challenge they get from the fake news websites is the copyright issue. It has become a problem that fake news websites are stealing the content prepared and designed by the mainstream media. The argument is that the fake news being the primary providers of the story as a result of being followed by many people, people will believe that those websites initially own the news they view in the fake news websites. Therefore, later on, when they see the same story in the mainstream media, they tend to think that it is the mainstream media that has copied from the fake news websites. In this case, the fake news websites bring in the unhealthy competition (Nielsen & Graves, 2017). Again, due to the increased pressure to conform to the competition requirements posed by fake news websites, mainstream media websites have lost popularity among the majority of internet users. Recent studies have reported a decrease in traditional journalism values in mainstream journalism (Tandoc et al., 2018). This trend is due to the pressure levied to them by the fake news websites to meet the new standards set by the fake news websites. Consequently, internet users have not been noting any difference between the two categories of news websites. Therefore, the public ends up relying on news from any news websites, and as a result, they end up in the fake news websites where the tendency of misleading news is very high. Thus, in this case, fake news websites can be said to thrive in the environment that they have already created themselves.

However hard it is to fight against fake news, many government agencies have taken an initiative to assess the damage which can be caused by the dissemination of fake news. Having identified that sham report can negatively alter people's opinions and thinking, the government has come up with countermeasures against fake news and the perpetrators involved. The counter agencies target social networking sites and have come up with distinctive sanctions to such places if it is found out that their sites were used to distribute fake news. First, the government has come up with agencies to investigate the channels of fake news and block the website accounts, which are alleged to be the source of fake news (Allcott & Gentzkow, 2017). The government agencies will also suspend many social media accounts, which will be found participating in whichever the way in the distribution of fake news. Also, they will modify the sites and provide more features to enable the users to give feedback on any instance of fake news they detect (Nielsen & Graves, 2017).  Therefore, social media sites will possibly view fake news as a threat to their business, and therefore they will automatically take part in fighting against the flow of fake news in their sites.
Additionally, the government is planning to hire more people to keep check of the flow of fake news in the social media platforms so that they can detect the presence of fake news at its inception before it has reached many people. Another measure the government takes against the dissemination of fake news revolves around the ability of an individual to detect fake news as a user. This measure is pegged on the assumption that if the public is educated on the features of counterfeit notes and the impact they may have in the society, then they will be able to resist the news themselves (Nielsen & Graves, 2017). Therefore, the government has come up with ways in which the public will be educated concerning the characteristics of fake news and the convincing power in the story. With this knowledge, the public will be able to resist the news on sight. The public may also assist in the campaign against fake news by commenting about them immediately. They see them in their social media platforms. By employing all these measures, the government would have made a big step in the fight against fake news and misleading opinions in the internet and social media platforms.

In conclusion, fake news websites and pages have gained a lot of popularity among many internet users. Thus, they are taking control of a significant number of people in the world where they mislead them. Due to possession of fake news for a long time, people end up making opinions based on such misinformation they get from the fake news websites, and therefore they end up making the wrong decisions. There is, therefore, a need for actions to control the flow of fake news. This action will involve every individual if there could be any change.
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